
 
Technical Options to Address  

Cyber Security, Interoperability and  
Other  Issues with ZigBee SEP  

 
July 27, 2011 

Roger Levy 
Levy Associates 

Karen Herter 
Herter Energy Research Solutions 

Ron Hofmann 
CaRon Energy Strategies 

Webinar Presentation to the Smart Grid Investment Grant 
(SGIG) Consumer Behavior Study (CBS) Utility Forum 

Presenter
Presentation Notes
Many of the experimental designs for ARRA funded utility consumer behavior pilots anticipated using smart meter HAN gateway ZigBee SEP 1.0 application capabilities. SEP 1.0 was expected  to support customer access to near real-time meter data  and utility price response/load control functions.  SEP 2.0 is being developed to enhance SEP 1.x security and application capabilities.  While delivery of SEP 2.0 was expected  in May 2010, its completion has been delayed and is not anticipated until sometime during the first or second quarter of 2012.  Several utilities have decided to not open up or activate the smart meter HAN gateway  without the SEP 2.0 upgrades.  Without SEP capability, these utilities need to identify technical alternatives that will allow them to proceed with implementation and support for their consumer behavior pilot designs.This presentation  provides a simplified overview of the functions supported by the ZigBee SEP application.  This presentation also provides a brief description of relationship between the HAN and the communication networks it interfaces with on both sides of the meter.  This presentation then identifies several technical options or substitutes along with the strengths and weaknesses of each option.  



 12/18/2012 2 

Through the 
Meter Private 

Two-way 
Narrowband  

Public or 
Private 

Two-way 
Broadband 

Digital or 
Analog Public 

or Private 
One-way 

Broadcast 

Communication Options To / Within HAN 

HAN Two-way 
Narrowband 

and/or 
Broadband 

Presenter
Presentation Notes
It is useful to divide all the communications channels through which information can flow (a) to and from the home and (b) within the home into three categories that are based on the characteristics of the physical communication channel, specifically: (1) Narrowband, (2) Broadband, and (3) Broadcast.  These categories will be used to clarify the roles of ZigBee *  and SEP 1.0 which are already  installed in many smart meters.  These categories will also allow us to compare and contrast ZigBee and SEP to existing communication technologies in the home.Within the home, there are both narrowband and broadband options.  Many homes have Wi-Fi, Ethernet and/or HomePlug broadband Information technology (IT) networks and Z-wave and/or X-10 narrowband home automation (HA) networks.It also should be noted that utilities have used one-way analog broadcast private radio frequency systems for Direct Load Control (DLC) since the late 1970’s.  Digital broadcast systems have been around since the late 1980’s* ZigBee is a brand name for several different  hardware and communication options.  ZigBee Pro is the name of the actual communication protocol installed in smart meters.
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Communication Options 

 Narrowband (RF) 
 ZigBee (IEEE 802.15.4) 
 Wireless HART (IEEE 802.15.4) 
 Z-wave (proprietary) 

 Broadband (RF, wired and Powerline Carrier (PLC)) 
 WiFi (IEEE 802.11) 
 Ethernet (IEEE 803) 
 HomePlug (IEEE P1901) 
 Cellular (GPRS) 

 Broadcast (RF) 
 AM/FM analog radio (private frequency) 
 Digital FM radio (RDS/ RBDS) 
 Paging (private frequency) 

 

Presenter
Presentation Notes
Communications channels are typically defined by the type of physical media (wire, fiber, wireless) that transports the digital electronic signals containing information content.  The characteristics of the physical media are defined by the first 2 layers of the OSI 7-Layer Reference Model (see slide #7 for an explanation of the OSI 7-layer model), which are called the PHY (“Physical”) and MAC (“Media Access Control”) layers.  The PHY layer defines the hardware specification and the MAC layer defines the firmware specification that allows a particular communications protocol to interface with the hardware.The slide identifies common nicknames for typical communication protocols (the PHY/MAC standard is shown in parentheses).ZigBee Pro is a wireless (i.e., radio frequency) narrowband channel that operated in the 902-928 MHz and 2.4-2.5 GHz ISM (Industrial, Scientific Medical) electromagnetic frequency bands.  It uses an IEEE 802.15.4 radio (PHY layer).  ZigBee hardware has used several different MAC specifications over the last 7 years.  However, none of the MAC specs have become an open standard. Other industries use the IEEE 802.15.4 radio hardware, e.g., the industrial sector has developed the Wireless HART (Highway Addressable Remote Transducer) protocol, with different MAC layers.Z-wave is one of the largest in-home network protocols and its PHY/MAC and other layers are proprietary.There are several wired narrowband standards e.g., EIA RS-232, EIA RS-422, EIA RS-485, etc.  These standards are published by ANSI (American National Standards Institute) Telecommunications Industry Association (TIA) Electronic Industries Alliance (EIA) formerly the Electronics Industry Association.Broadband channels include Wi-Fi (wireless), Ethernet (wired), HomePlug (powerline carrier), and various flavors of cellular (wireless).  All are based on IEEE (Institute for Electrical and Electronic Engineers), IETF (Internet Engineering Task Force), IEC (International Electrotechnical Commission) or other international standards bodies.Analog broadcast channels (AM/FM audio and TV) were the most common one-way wireless information sources until the digital age.  Now there are digital audio and TV broadcast channels which have side bands (auxiliary frequencies) that can carry electronic messages in addition to their audio and TV content.  In addition, there are paging companies that own private spectrums (frequency bands) for transporting electronic data. 
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Presenter
Presentation Notes
There are two kinds of advanced meters being deployed to support smart grid.  This presentation and the potential issues relevant to your consumer behavior pilot depend upon which type of meter your utility is deploying.   This slide depicts two schematics, which contrast smart meters with HAN gateways and ZigBee SEP 1.x and advanced meters that do not provide an integrated HAN gateway.   While this presentation focuses on meters with HAN gateways, the technical options described later are relevant to both types of meters.  Key similarities and differences between the meters include:Metrology – Metrology is composed of the analog sensors, analog-to-digital converters (ADCs), and supporting computational electronics that accurately measure voltage and current in order to produce revenue-grade hourly energy usage (in kilowatt-hours, kW-Hr).  Depending on the meter manufacturer and a specific type and model of meter, the actual sensor measurements may be recorded as rapidly as every 1-10 seconds but usually no slower than once per minute.   Usage (kW-Hr) may be computed and stored every 1, 5 or 15 minutes in addition to the hourly revenue readings.  Some meters compute additional information from the voltage and current sensor data such a real and reactive power, phase angle, etc.  Smart Meter manufacturers include GE, Elster, Itron, Landis & Gyr, etc.Service Switch – A service switch is a connect/disconnect switch that can be operated remotely to avoid a truck roll when initiating or discontinuing service.Utility (AMI) Network Transceiver – The utility network transceiver is the 2-way communications chip that facilitates the hourly interval data from the meter (usually in blocks of 8, 12 or 24 readings at a time) to storage devices in the utility back office.  The utility transceiver typically facilitates a wireless (radio frequency) or power line carrier channel to a collector/concentrator.  At this point the data may be transferred to a higher bandwidth channel (e.g., fiber, cellular or dedicated wire).  The utility network transceiver is typically part of a vendor-specific Network Interface Card (NIC) that fits into a standard slot in the meter.  AMI Network vendors include Itron, Landis & Gyr, Sensus, Silver Spring Networks, Trilliant, etc.Computing & Memory – Computing and memory components are distributed throughout the meter to perform a variety of functions.  Computing comes in the form of microprocessors and memory comes in the form volatile and non-volatile storage technologies.  These chips come in many speeds, sizes, features, etc., and are made by several manufacturers.  Specific combinations of computing power and memory size dictate a meter’s ability to be future proofed, i.e., upgraded to be perform new and/or corrected functions.HAN Gateway Transceiver(s) – The HAN transceiver(s), e.g., ZigBee Pro, is the 2-way communications chip that facilitates near real-time energy (1-second to 1-minute kW-Hr) data to flow from the meter into the home and load data from devices in the home to the meter.  The ZigBee Pro transceiver chip uses the IEEE 802.15.4 PHY standard that I already described but the rest of the “protocol stack”, i.e., layers 2-7, are proprietary to the ZigBee Alliance.  Versions of this IEEE 802.15.4 transceiver hardware are made by several manufacturers but the rest of the protocol stack for ZigBee P
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What is ZigBee ? 

 Started in 1998 (ZigBee Alliance, 2003) 
 Two-way wireless narrowband communication 

specification 
 Low-cost and low-power 
 Mesh network topology for personal area networks 

 Still evolving 
 SEP 1.0 layered on ZigBee Pro*, not secure 
 SEP 1.1 layered on ZigBee Pro*, not secure 
 SEP 2.0 layered on ZigBee IP, not complete 

* ZigBee Pro: currently 4th & latest generation not backward compatible 
with prior versions and will not be compatible with ZigBee IP 

Presenter
Presentation Notes
The ZigBee PHY IEEE transceiver was born in 1998.  The ZigBee Alliance, a user group dedicated to developing applications was formed in 2003.The nickname “ZigBee” was supposed to connote the potential of the narrowband low-cost, low-power “mesh” network architecture of the IEEE 802.15.4 standard, i.e., messages would be allowed to zigzag between nodes like a bee flying from flower to flower.ZigBee wasn’t designed exclusively for energy applications.  It was designed for applications in which small information packets, from a wirelessly-enabled sensor platform, need to be forwarded to other nearby wireless sensor nodes on their way to a collector.  In fact, the first compelling application was for battery-powered wireless sensors connected in a mesh network (WSN).  The ZigBee Alliance expanded the vision to medical field applications, demand response, etc.  SEP 1.0 was created as the first energy app for Smart Meters.  It was designed essentially overnight so it could be shipped with smart meters as the energy HAN application on top of the ZigBee Pro protocol stack.To this day, ZigBee Alliance protocol stacks continue to evolve.  ZigBee Pro is the 4th generation of a family of stacks , none of which are backward compatible.  ZigBee IP (Internet Protocol), which will at the very least require IP-versions of OSI layers 3 and 4, is in development and will not be compatible with past versions such as ZigBee Pro. To be IP-compatible, new IETF standards are being created to work on a low-power platform and a narrow-band channel.  The two candidates being considered are (1) 6LoWPAN (Internet version 6 Low power Wireless Personal Area Network, and (2) CoAP (Constrained Application Protocol which is a version of UDP, the User Datagram Protocol). It should be noted that there are competing broadband (e.g., Wi-Fi) communications channels to ZigBee that offer low-cost, low-power mesh network transceivers that support standard IP.
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 Communication protocol: standard rules for 
sending information over a physical channel 

 data structure 
 signal authentication 
 error detection 

 OSI* 7-layer model: a framework for understanding 
the elements that make up a communications 
protocol 

 
 *Open Systems Interconnection Reference Model started in late 1970’s. 

Communication Protocols 

Presenter
Presentation Notes
A Communication Protocol is a standard set of rules for sending information over a physical channel.  The OSI 7-Layer Model (Slide #7) provides the framework for the rules.  The model is hierarchical and each layer’s task is specific in terms of its relationship to layers just above and just below but the methodology within a task is undefined so that new technology can be applied as required.
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Presenter
Presentation Notes
The OSI 7-Layer Reference Model was developed in the late 1970’s and was used extensively during deregulation of the telecommunications industry in the 1980’s and 1990’s.    OSI* 7-layer model: a framework for understanding the elements that make up a communications protocol. The OSI model also provides a useful guide for better understanding how product designs address interoperability and ungradeability.  For example, the 7-Layer schematic on the left allows us to graphically compare the structure of ZigBee Pro under SEP 1.x (SEP 1.0 and 1.1) versus what is anticipated for ZigBee IP and SEP 2.0.  The vertical integration OSI layers 3-6 under ZigBee Pro essentially establishes an aggregation that is difficult to update and unique enough to create incompatibility between former and future versions of ZigBee firmware.  The more modular structure of ZigBee IP reduces both of these problems, although both the upgradeability and interoperability won’t be fully determined until the final specifications are released.  Security problems with the HAN chip in the meter results from the combination of ZigBee Pro and SEP 1.x designs, not necessarily specific features of SEP 1.x by itself.
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SEP Functionality 
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Function Source Application 

A Provide real-time meter data 
(kW, kWh) 

Meter In-home display 

B Provide price, reliability, and 
event signals 

Utility In-home display; 
Demand response 

C Retrieve device IDs, settings, 
event overrides 

Consumer 
devices 

Demand response; 
Tech support 

Through the 
Meter 

Two-way 
Narrowband  

B 

A 

C 

A 

B 

C 

Presenter
Presentation Notes
Alternative technology options need to be considered, if your utility is concerned about potential security, interoperability, and upgrade issues with ZigBee SEP 1.x.    To simplify this task, we’ve divided the ZigBee SEP 1.x capabilities into three separate and distinct functions, labeled A-C in this graphic.  The table at the top of this slide describes each function and application.  The graphic at the bottom of this slide portrays the data flows related to the utility, meter, and customer premise. Provide real-time meter data:  The second HAN gateway transceiver (Slide #4, part E) uses a IEEE 802.15.4 radio and the ZigBee Pro to stream near real-time meter data into the customer premise.  This is a one-way transmission from the meter into the premise.  As a result, this function is most likely immune to any security issues.Provide price, reliability and event signals:  The second SEP function is to provide the utility with capability to distribute price, reliability and event signals over the meter communication network, through the meter, and through the HAN gateway directly to programmable communicating thermostats (PCTs), in home displays (IHDs), and other devices to either provide information (IHDs) or to trigger present device control strategies.Retrieve Device IDs, settings, and event overrides:  The third and final SEP function provides the utility with capability to support customer device registration and the collection of device IDs, PCT settings, and customer overrides of settings.  Functions B and C provide communication capability between the utility and into the customer premise, which requires the HAN radios and corresponding communication channels to be activated.  This creates the opportunity for bi-directional information to flows between the utility and inside the customer premise, which creates an opportunity for potential cyber security problems.   If potential security issues are a concern, preserving SEP support for function “A” appears reasonable because communication is limited only to one-way from the meter.  Functions “B” and “C” are more problematic.  The slides that follow provide more information regarding specific problem issues and consequences with SEP 1.x. 
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Problems Consequence 

1. 

Security:  Inadequate firewall 
protection could allow hacker access to 
the utility meter communication 
network and utility backend systems. 

 

 HAN transceiver in-the-meter not turned on.. 
 SEP functionality not available. 
 No IHD support - No access to Near Real-

Time meter data or price/cost data. 
 No DR/Pricing support - No signaling or 

device information retrieval capability. 

2.1 
Device Interoperability:  SEP 1.x 
consumer devices are not upward 
compatible with SEP 2.0.  SEP 2.0 
devices not compatible with SEP 1.x. 

 SEP 1.x devices in the home may not work if 
meter HAN firmware upgraded to SEP 2.0. 

 Customer behavior response to SEP 1.x 
may or may not be relevant to SEP 2.0. 

2.2 

Device Upgradeability:  SEP 1.x 
upgrade to SEP 2.0 requires: 
 Sufficient device memory to 

accommodate SEP 2.0 
 Broadband (IP) network within the 

home to manage upgrade process  

 SEP 1.x devices in-the-home may become 
stranded 

 Need for broadband capability  
o Requires gateway, e.g. in router 
o Limits device registration  
o Questions need for SEP  

3. 

SEP 2.0 Uncertainty:  SEP 2.0 is 14 
months late and its functionality , 
completion date, and compatibility with 
existing meters is uncertain. 

 Delaying pilot implementation may not be a 
feasible option. 

 Committing to SEP 1.x technology may risk 
utility / consumer investment. 

Presenter
Presentation Notes
This slide identifies three existing categories of problems with SEP 1.x:  (1) cyber security, (2) device specific interoperability and upgradeability, and (3) uncertainty regarding the availability of SEP 2.0, which is expected to resolve problems # 1 and #2. *Problem #1 – Security:  Two potential design issues contribute to a potential cyber security problem.  First, it is our understanding that the firewall protection provided in the meter could under certain circumstances allow unauthorized parties access into the meter communication network and utility backend systems.  Second, the SEP 1.x message format follows a fixed structure which makes it potentially easier for unauthorized parties to intercept and capture personally identifiable information.Problem #2.1 – Device Interoperability:  SEP 1.0, 1.1, and 1.x (forthcoming versions of SEP 1) are not forward compatible with SEP 2.0 and SEP 2.0 design features make future SEP 2.0 devices incompatible with any version of SEP 1.x.  The NIST PAP 18 working group has attempted to address this issue by recommending that future SEP 2.0 devices could be manufactured with dual stacks – in other words devices would include both SEP 1.x and SEP 2.0 firmware.  However, this  approach is currently only a PAP 18 recommendation.  The burden and decision to consider this approach will be a manufacturer design, cost and operating decision.  If pursued, this approach also has substantial implications for utility operations by requiring that utilities manage a mix of SEP 1.x and SEP 2.0 meters simultaneously – with consequent pricing and demand response implications.Problem #2.2 – Device Upgradeability:  SEP 1.0 consumer devices are not upgradeable to support SEP 2.0.  SEP 1.1 devices supposedly include over-the-air (remote) capability to upgrade firmware to SEP 2.0.  Providing devices to consumers that are upgradeable will reduce customer cost, implementation, education, and uncertainty.  However, SEP1.1 upgradeability is highly dependent on several conditions:  (1) existing SEP 1.x devices much have enough memory to accommodate SEP 2.0, which is currently uncertain, and (2) it is almost certain that firmware upgrades will require customer have access to broadband networks because the meter communication networks may not have the capacity to simultaneously accommodate upgrade and meter operational functions.   The only other option to over-the-air upgradeability is on-site visits by technicians, which is considered too expensive and otherwise infeasible.Problem #3 – SEP 2.0 Uncertainty:  There are two levels of uncertainty associated with SEP 2.0.  First, the final structure and functional capability of SEP 2.0 is not yet confirmed.   One of the problems with SEP 2.0 is that the memory to support all proposed functions could in some cases exceed the memory available in already installed utility meters.  On-site upgrades or meter replacements was pre-determined to not be a feasible option.  Consequently, the PAP 18 white paper, which was in public review at the time of this webinar, recommended that SEP 2.0 functions be prioritized such that a subset of  critical or high priority functions could be separated out that would be consistent with existing meter memory limitations.  The decision on this recommendation has not yet been resolved.  The second SEP 2.0 uncertainty is final timeline for completion and adoption as a standard.  While some device development and testing is already underway, it is expected that many of the service and device vendors will not proceed with any major production until the standards issues are resolved.  The timeline for this activity is uncertain.  The best guess available at the time of the webinar is a completion date somewhere around the first or second quarter of 2012.* The information and explanations that follow are based on numerous discussions with utilities, vendors, and industry experts.  There was great reluctance to provide more specific information on any of these issues due to the sensitivity of this information regarding cyber security and in some cased due to proprietary interests in products and services. 
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Provide Real-Time Meter Data 

A1 

A2 

A3 

Gateway with Limited SEP 1.x Functionality   
ANCI  C12 table Access 

Meter Collar 
Proprietary products not synched with meter 

Current Transformer (CTs)  
Installed in main electrical panel 

A 

Presenter
Presentation Notes
This slide identifies three potential options for addressing the first function identified on Slide #8, providing customer access to near real-time meter data.A1.  Gateway with Limited SEP 1.x FunctionalityA2.  Meter CollarA3.  Current Transformer (CTs)
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     Gateway with Limited SEP 1.x Functionality 
 Residential Energy Display Survey (REDS) project - in development by the Lawrence 

Berkeley National Laboratory Demand Response Research Center (DRRC) since summer 2010. 
 Design:  Gateway includes a ZigBee radio (IEEE 802.15.4) with limited subset of the SEP 1.x 

functions restricted to “Simple Metering”, for one-way meter read.  Gateway includes additional 
radios / capabilities to support communication to IHD and other devices. 

 Purpose: mitigate security concerns with SEP 1.x and provide a way to open the HAN gateway 
and provide customer access to near real-time meter data (IHD support). 

 Gateway: links the utility-controlled residential HAN and a residential local area network (LAN).  
Device’s includes two protocol stacks (ZigBee Pro and TCP/IP) which provides a bridge from 
ZigBee to WiFi, GPRS, Z-Wave, and other platform devices. 

A1 

Through the 
Meter 

Two-way 
Narrowband  

Demand Response 

Price 

Simple Metering 

Complex  Metering 

Prepayment 

Messaging 

SEP 1.x 
Functionality* 

IHD 
IHD 

REDS 
Gateway 

* Referred to as Clusters 

 
 

 
 
 
 
 

Web Services 

Meter Data 
Services 

OpenADR 
Services 

Wi-Fi 
TCP/IP 
Stack 

ZigBee Pro  
SEP 1.x 
Stack 

REDS Gateway 

Presenter
Presentation Notes
Before describing the first option for accessing near real-time meter data, it is important to describe the structure of SEP 1.x.  The lower section of this slide shows a stack of six (6) boxes that represent the functionality of SEP 1.x.  Each of these “functionality” boxes essentially represents code that facilitate different data transfers, communications, and applications.  The “Simple Metering” box that is highlighted and circled is the SEP 1.x functionality that supports the transfer / transmission of near real-time meter data from the meter into the customer premise.A1. Gateway with Limited SEP 1.x FunctionalityA simple solution for providing near real-time access to meter data is to use the existing HAN ZigBee radio in the meter to transmit meter data to an in-home gateway device that limits SEP 1.x functions to the “Simple Metering” function ONLY.   The alternative, a much more costly approach, would require the host utility to upgrade the meter firmware with a version of SEP that disabled or eliminated all but the “Simple Metering” functionality.  The gateway approach is probably the most feasible near-term approach for supporting IHD data access for the Consumer Behavior Pilots.  The meter firmware upgrade would be necessary if this limited SEP functionality became a long-term production (non-pilot) requirement.Several versions of gateways that provide limited SEP functionality are or will soon be available.  The Residential Energy Display Survey (REDS), a project at the Lawrence Berkeley National Laboratory Demand Response Research Center (DRRC), is currently commissioning several versions of this type of gateway.   Specifications and more information about these gateways can be obtained from Ron Hofmann whose contact information is provided on the final slide in this presentation.
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      Meter Collar * A2 

 Design:  For advanced meters, read from the optical port. 

 Source:  Generally provided by vendors that supply both the collar and IHD. 

 Compatibility:  Collars may or may not be compatible with all meter brands. 

 Operation:  Collars broadcast wireless to display. 

 Limitations: Operation limited by (1) distance from the collar to the IHD, (2) 
interference due to proximity to nearby meters also employing collars, (3) meter 
readings may not align with actual utility readings, and (4) battery life may 
substantially limit performance. 

IHD IHD 

* Any decision to implement Meter Collars should carefully evaluate battery, wireless transmission, and accuracy 
performance to assure consistency with project requirements.   

Presenter
Presentation Notes
A2. Meter CollarThere are several manufacturers and suppliers of meter collars that read recorded usage via the meter optical port.  As the bullet points on this slide indicate, some collars may not be compatible with a specific meter.   What is also true is that meter collars have limitations, specifically:Collars are not compatible with every meter.Installation of collars by customers can be difficult and time consuming, and is not dependable or verifiable.Meter collars generally provide wireless communication from the meter to the IHD.  Communication may have distance limitations depending on where the meter is installed or communication may be limited due to interference caused by house construction, or proximity to other meters with installed collars.Meter collar systems use batteries to power the communication capability.  Battery life may vary substantially.  While manufacturers often claim battery life of 12 months or longer, many field experience studies report battery life as short as 2 to 3 months.Finally, meter readings using collar devices can only provide approximations of actual utility meter readings.  Collar reads are subject to interference caused by weather conditions, dirt, and other factors.  

http://www.bluelineinnovations.com/Products/Where-to-Buy/
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A3      Current Transformer (CT) 
 Design:  Current transformer (CT) installed inside the electrical panel – 

requires electrician. 

 Source: Provided by vendors that supply both the CT  and IHD. 

 Compatibility: May or may not be compatible with all service panels. 

 Operation:  CT’s connect to wireless capability to display. 

 Limitations: Connection to IHD limited by wireless connection.  

IHD IHD 

Presenter
Presentation Notes
A3. Current Transformer (CT)Another alternative is to use current transformers installed inside the customer electric panel.  Current transformers are subject to several limitations, specifically:Current transformers need to be installed by qualified electricians, increasing the complexity and expense of establishing IHD connectivity.CTs may not be compatible with all service panels.CTs generally provide wireless communication from the meter to the IHD.  Communication may have distance limitations depending on distance between the meter and the IHD. Communications are also subject to interference caused by house construction or proximity to other meters with installed collars.
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Provide Price, Reliability, and Event Signals 

B1 

B2 

B3 

Broadband (Internet) 

OpenADR: Broadband + Broadcast 

Packaged Internet-based Systems 

Broadcast (Radio) 

B4 

B 

Presenter
Presentation Notes
In this presentation, we discuss four ways to send price, reliability and event signals to customers: (1) broadcast radio, (2) broadband Internet, (3) the hybrid broadband + broadcast capability provided by an Open Automate Demand Response compatible signaling systems, and (4) packaged Internet-based Systems. The following slides will discuss each of these in turn.
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B1 Broadcast (Radio) to Home Devices 

Utility 
ESP 

Price/Event Signals 

Radio 
Devices* 

Radio* 

Meter Data 

Home with or 
without Internet 

Application 
Provider 

* e.g. RDS, cellular, pager 

Presenter
Presentation Notes
B1.  Broadcast RadioBroadcast radio is a readily available one-way signaling system that has been used for decades for utility load control programs. Utility-owned towers and commercial paging systems have been used extensively for this purpose; however, the expense of installing towers and the questionable longevity of paging may make digital radio signals a more viable option in the future. Radio Data System, or RDS, uses a digital sideband of FM radio to provide song and program information to FM radio listeners, but has also been successfully used to signal pricing and event information to communicating thermostats and other appliances. Since FM towers are already ubiquitous, use of the towers for this purpose requires only coordination (contracting) with one or more local radio stations with RDS capability.Benefits: Internet access and gateway installation are not required.Utility access to the customers premise is not required. Customers can purchase and install their own equipment.Works well for dynamic rates, where prices are broadcast to devices that are tuned into the utility’s radio frequency. Customers then program their devices as they wish, to respond to the prices received.One-way communications to customer premises actively ensures privacy protections.Limitations : FM radio broadcasts work better in areas of flat terrain, whereas mountainous areas are more likely to have signal reception problems. Radio broadcast is a one-way out-bound system so no data can be retrieved from customer homes. (Note that some customers consider this a benefit rather than a limitation because it actively ensures privacy protections.)Note that the meter’s data collection function is entirely separate from the signaling function. 
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B2.  Broadband (Internet) to Home Gateway RouterAnother option is to provide information via the Internet to customer gateways, which then redistribute the signals to local devices. BenefitsCustomers with Internet access have options to acquire a range of commercially available control devices, monitoring options (computer, IHD, smart phone, etc.)  and future smart appliancesInternet privacy is fully developed, with additional levels of control available to the customer.Customer purchased control systems, monitors, and smart appliances are interoperable with any other Internet based systems.LimitationsCustomers without Internet access cannot participate.Any specialized gateways to support utility programs must be installed inside the home by an IT professional. This requires an appointment and access to the home, and can be costly.Installation of a utility device inside the customer premises will increase the need for customer service.Establishing and maintaining a connection to the local area network can be problematic. Home networks are becoming more and more complex, with multiple computers, printers, television, mobile devices and other services all sharing the same router. A problem with the gateway or any of these other devices may generate a call to the utility service desk, whether the gateway is at fault or not.Wireless communications from the gateway to the appliances can interfere with other wireless devices in the home – e.g. garage door openers.Again, note that the meter’s data collection function is entirely separate from the signaling function.
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B3.  OpenADR:  Broadcast + BroadbandA hybrid broadband-broadcast solution combines the benefits (and drawbacks) of both strategies  (B1 and B2) into a single system, providing customers with more options regarding the method of signaling best suited to their individual preferences and needs: one-way or two-way communications, with or without Internet access.Open Automated Demand Response, or OpenADR, is an open protocol and a proposed NIST standard developed and test by the Lawrence Berkeley National Laboratory.  OpenADR has been in  use extensively throughout California for over eight years supporting demand response programs for all classes of customers and a variety of retail and wholesale demand response options. The system has been used effectively with small commercial and residential devices and is currently being tested in an expanded smart grid residential field study.  Using a bridge client (see diagram), OpenADR signals can be translated to RDS, other FM or even powerline signals, allowing a single utility generated signal point to support notification to homes with and without Internet-based systems.  Bridge clients also provide capability to continue to operate and support legacy demand response and load control systems while transitioning to newer technologies and control options.  Translation to other wireless solutions (e.g. cellular) is also possible.BenefitsProvides the capability to develop a uniform, standardized price, reliability, or event signal from the utility, while supporting all forms of communication and control.Employs OpenADR, an open non-proprietary protocol, which expands opportunities to support widespread commercial products and vendor diversity.Provides a proven capability that can integrate other forms of communication and control that can also provide time to transition to legacy systems.LimitationsLimitations are dependent upon utility configuration options.Refer to notes for options B1 and B2.Again, note that the meter’s data collection function is entirely separate from the signaling function.
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B4.  Packaged Internet-Based SystemsPackaged Internet systems are proprietary all-in-one systems that provide signaling capability through a service provider gateway.  Generally, the gateway systems aggregate meter and appliance data from the customer premise and send it to a remote the service provider server, where it is combined with price and event signal data retrieved from the utility.  This combined utility-customer data is then analyzed and sent back to the customer in the form of metrics as well as potential demand response and/or load control signals. BenefitsPackaged systems may offer unique, customizable features and more sophisticated systems than available from a utilityProvides utilities with an options to (1) establish a contractual relationship with a single service provider or (2) establish signal standards and allow customers to establish relationships with any compatible service provider.Option #2 allows  utilities and customers to select from a variety of competitive service providers. This minimizes utility and rate payer costs by shifting the choice for service and responsibility for the equipment to the customer and the service provider. LimitationsPackaged systems are proprietary, which may lock utilities and customers into one service provider Customers without Internet access cannot participate.Packaged systems may require the utility to establish procedures for releasing customer data and managing customer authorizations to multiple service providers Utilities will relinquish direct control over customer loads.
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C.  Retrieve Device IDs, Settings, Event OverridesThe third function anticipated with SEP is the ability to register and capture identification and setting information from specific customer appliances and control devices connected to the utility provided home area network (HAN).  The need for this information should be carefully examined for two reasons:  (1) retrieving information from within the customer premise raises potential privacy issues, and (2) capturing this information is expensive and involves complex systems that are probably best developed and provided by specialized service providers, not utilities.  For end-device information to be most useful, systems will need to provide real-time, low latency, two-way communication capability,  which implies Internet or other broadband options.  For purposes of this presentation, refer to the description of system architectures B2 and B4 (slides 16 and 18) for a description of the most feasible options for achieving this functionality.    
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